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M Multi-factor authentication and
layered security are helping
assure safe Internet transactions

for banks and their customers.




ONLINE SECURITY IS
OUR TOP PRIORITY!

he Federal Financial Institutighs
TExamination Council (FFIEQ@)has issued
supervisory guidance titled“Authentication
and Access to Financial Institution Services and
Systems” to help banks strengthen their risk
assessment practices and miake sure thatithe
person signing into your a¢count is actually
you. This supervisory guidance wasicompiled
by financial and cyber-seeurity experts to make
online transactions of yirtually all types'safer and
more secure — nowand inta the future.

H UNDERSTANDINGUHEFACTORS

Online security begins with the authentication
process, used to confirm thatit is you, and not
someone who has stelen your identity.
Authenticationsgeneralfyainvolves one or more
basic factgrs:

m Something the User knows (e.g., password,
PIN)

m Somethingtheuser has (e.g., ATM card,
smart card)

m Something'the User is (e.g., biometric
characteristic, such as a fingerprint).

Single factor, authentication uses one of these
methods: multi-factor authentication uses more
than'one, and thus is considered a stronger fraud
deterrentWhen you use your ATM, for example,
you are utilizing multi-factor authentication: Factor
number one is something you have, your ATM
card; factor number two is something you know,
your PIN.



To assure your continued security online, your

bank uses mostly multi-factor authentication, as
well as additional “layered security”
when appropriate.
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m changes in the customer base adopting
electronic banking



m changes in the customer functionality offered
through electronic banking; and

m actual incidents of security breaches;"dentity
theft, or fraud experienced by the industry.

This FFIEC Guidance addresses the expanded
threat landscape and with banks will"determine
the appropriate authentication and layered
security systems.

H ENHANCED CONTRE@ES.FOR
HIGHER RISKS

Whenever increased rigk to'your transaction
security might warrant it your:bank might use
additional verification procedutes, or layers of
control, such as:

m Utilizing call-backi(voice) verification,
e-mail approval\or smart phone-based
identification.

m Employing customer, verification
procedures, especially when opening
accounts such assmemorized secrets,
look-up secrets, out-pf-band devices, one-
timegpassweidsbiometric identifiers or
cryptographickeys, etc.

m Analyzing banking transactions to
identify suspicious patterns. For example,
that.eould mean flagging a transaction in
which'a customer who normally pays $10,000
a month to five different vendors suddenly
pays«400,000 to a completely new vendor.

m Establishing dollar limits that require
manual intervention to exceed a preset
limit.
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You can also learn more about online safety and
security at these websites:

www.staysafeonline.or,
www.ftc.gov

WWW.usa.gov
www.idtheft.go,

B IF YOU HAVE SUSPICIONS
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