Fraud Alert!
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Be aware that cyber criminals always look
for new ways to use popular devices such as
artphones to try to commit fraud.

e Stop and think before giving personal
information in response to an unsolicited
request, especially one marked as urgent, no
matter who the source supposedly is.

e Only communicate with your financial
institution using phone numbers or e-mail
addresses you are certain about—such
as the customer service number on your
account statement or the back of your card—
and add these important numbers to your
phone’s contact list.

e Only install programs that you know
are from legitimate Web sites, such as your
Internet service provider, financial institution,
wireless phone company or trusted app
vendors.
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B Be on guard against unexpected pop-up windows on Web sites, includi
financial institution’s

If after you're logged onto your financial institution’s Web site—or on any
that matter—and you get an unexpected pop-up window asking for you
numbers and other personal information, that is likely a sign that a ha
your computer with spyware and is trolling for enough information t
theft and gain access to your accounts.

It's normal for your financial institution to ask for your login ID and password when
first log in and to ask you to answer a ‘challenge question’ if you want to reset your
password or start using a new computer. But your financi stitution will not ask you—
through a pop-up window—to type your name and inforrp

For more information on Cyber-Fraud vi
Internet Crime Complaint Center:
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