Fraud Alert!

Don’t Get Phished

Protecting yourself against e-mail fraud

You should be especi

B Phishing

Fraudulent e-mails, appearing to source such as your financial
institution or a government agenc ite asking you to “verify”
personal information. Once scamm information and password, they
have the tools to

What you c
e |[f you receive an e-mai nfirm certain information, do net click
on the e-mail link. Inst use a phone number or website address you know to be

legitimate.




What you can do:

e Stop and think before providing personal information via smartphone or ¢

e Only communicate with your financial institution using phone numbers
addresses you know to be correct.

e Don't install apps unless you know the vendor.

Bl Malware

Short for malicious software, and also known as “spyware,” it is often included in

spam e-mails. It then can take control of your computer and forward personal data

fraudsters.

What you can do:

Install and update regularly your:
e Anti-virus software

¢ Anti-malware programs

e Operating system patches and update

B General tips against internet fraud

¢ Don’t judge by appearance
set up a professional-looking w,
look as impressive as those

software that allows anyone to
inals can make their websites

e Be careful giving per i e e-mail or text requests
for personal data, don’t sen [

e Be wary of disguised e- eone sends you an e-mail or
text using an mail header that ha ng data it could mean that the
person is hidin ing.

Here are so implement immediately:

n of letters (some capitalized), numbers
and symbols at least ten racters in length.

eft Resource Center: www.idtheftcenter.org
nline.gov: www.onguardonline.gov
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